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CASE STUDY  
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A REGIONAL COUNCIL STAYS PROTECTED FROM ZERO-DAY 

ATTACKS  
 

Ballina Shire is a local government area in the Northern Rivers region of New South Wales, 

Australia.  

 

In 2019, Ballina Shire Council faced the common cybersecurity challenges experienced by 

regional government organisations, such as being targeted by malicious threat actors due to 

high-value information held by government organisations. It had been increasingly difficult for 

the IT staff to quickly respond to modern threats like social engineering-driven, sophisticated 

phishing campaigns or zero-days. Therefore, the Council proactively deployed a solution to 

address cybersecurity operations.  

 

 

“Although we already had mature controls, we needed another layer of 

security to get visibility into what is happening in our environment from the 

cyber security operations perspective. ThreatDefence included everything 

the Council needed for a comprehensive security operations function with 

several integrated tools and sensors. It was effortless to deploy and did not 

require a major investment or an implementation project from our side.” 

Stewart Littleford, Manager Information Services, Ballina Shire Council 
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In 2019, Ballina Shire Council engaged ThreatDefence to deploy security monitoring and 

cybersecurity assurance services. ThreatDefence provided the Council with advanced threat 

detection, deep cyber security visibility, ongoing incident response and cyber risk management 

at the always-on Security Operations Centre.  

 

In December 2021, a severe log4j zero-day vulnerability was discovered on the internet and 

immediately weaponised by multiple threat actors for worldwide attacks. The council had 

detection capabilities of this zero-days minutes after the vulnerability was reported, ahead of 

many global cyber security vendors. 

 

“When log4j exploits hit the headlines, like any other organisation, we had 

to quickly qualify if our environment is vulnerable and if any of our systems 

are exposed. ThreatDefence team has already scanned all our systems for 

exposure, in addition to the real-time monitoring of every single attempt 

against our systems. We got a call from the ThreatDefence SOC on the 

same day, reporting to us on unexpected network sessions and providing 

the full outline of the attack. It is very difficult to protect from zero-day 

attacks, but with our level of visibility, we feel comfortable and assured.  

Stewart Littleford, Manager Information Services, Ballina Shire Council 

 

 

On the same day, Ballina Shire Council had received a comprehensive report from 

ThreatDefence on all exposed systems and exploitation activity. ThreatDefence was able to 

provide complete assurance and not only identify vulnerable components, but also record all 

attack attempts and effectively prevent the compromise. 

 

 

ABOUT THREATDEFENCE_ 
ThreatDefence provides innovative MDR, SOC-as-a-Service, and proactive cyber defence solutions to MSPs and 

Enterprises. Our Adaptive XDR Platform was created to help companies of any size to deploy a world-class detection 

and response, embracing all information that businesses can reach, would it be within their network, on the Dark 

Web, or hiding deep into their supply chain. We believe in open ecosystems and connect you to many threat 

intelligence feeds and logs sources, instantaneously providing you with actionable security insights. For more 

information, visit www.threatdefence.com.  


